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Preface
In his book “How Our Days Became Numbered” historian Dan Bouk looks into how life insurers started to
predict people’s lives and their relative risk of death at the end of the nineteenth century. A few companies
started to quantify, sort and rate people, based on statistical models and rough demographic information.
Today, a vast landscape of partially interlinked databases has emerged which serve to characterize each
one of us. Whenever we use our smartphone, a laptop, an ATM or credit card, or our ‘smart’ TV sets detailed
information is transmitted about our behaviors and movements to servers, which might be located at the
other end of the world. A rapidly growing number of our interactions is monitored, analyzed and assessed by a
network of machines and software algorithms that are operated by companies we have rarely ever heard of.
Without our knowledge and hardly with our effectively informed consent, our individual strengths and
weaknesses, interests, preferences, miseries, fortunes, illnesses, successes, secrets and – most importantly –
purchasing power are surveyed. If we don’t score well, we are not treated as equal to our better peers.
We are categorized, excluded and sometimes invisibly observed by an obscure network of machines for
potential misconduct and without having any control over such practices.

While the media and special interest groups are aware of these developments for a while now, we
believe that the full degree and scale of personal data collection, use and – in particular – abuse has not
been scrutinized closely enough. This is the gap we want to close with the study presented in this book.
Our investigation is published at an important moment in time. A time, where a new scale of corporate
surveillance is becoming effective, amplified by the rising use of smartphones, apps, social networks and
ambient intelligence devices. Many of today’s devices and services are deeply embedded in our private lives.
In the early 2000s, we could believe that turning the computer off or not using a mobile phone would protect
our privacy. Many people believed that if they did not have a share in the digital world their lives would not be
affected by it. But, as this report shows in detail, old players in fields such as direct marketing, loyalty
programs, credit reporting, insurance and fraud prevention are increasingly teaming up with the new online
players and their pervasive data ecosystems. They make use of our clicks and swipes and link them with our
“offline” purchases. Specialized data companies help others to recognize us across devices and platforms and
provide access to behavioral data. Each of our interactions contributes to an ongoing evaluation of how
“valuable” or potentially “risky” we might be for companies. Algorithmic decisions based on our personal data
play an increasingly important role for our options, opportunities and life-chances. Those of us presumed
unworthy by the invisible network of personal data market players and their machines can expect to face
serious disadvantages. They have been categorized as “waste” by data brokers.1

While we were writing this report and analyzing all the facts for it, we became increasingly appalled. While
both of us have been working on privacy for a while and are aware of what is happening, the pure scale of it
has overwhelmed us. We are wondering whether the modern ubiquitous data-driven IT world makes us
sacrifice our dignity. The readers of this book shall decide for themselves.

The title “Networks of Control” is justified by the fact that there is not one single corporate entity that by itself
controls today’s data flows. Many companies co-operate at a large scale to complete their profiles about us
through various networks they have built up. The profiles they trade are filled with thousands of attributes
per person. These networked databases are not only abused to discriminate against people with specific
profile attributes, but also attempt to make us change our behavior at scale. Data richness is increasingly
used to correct us or incentivize us to correct ourselves. It is used to “nudge” us to act differently. As a result of
this continued nudging, influencing and incentivation, our autonomy suffers. Very swiftly we lose control of

Singer, Natasha (2012): Mapping, and Sharing, the Consumer Genome. New York Times, June 16,
2012.
Online:
http://www.nytimes.com/2012/06/17/technology/acxiom-the-quiet-giant-ofconsumer-database-marketing.html
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many aspects in our life. The idea and trust that humans are very well capable of acting responsibly is slowly
evaporating.

A few words on how this report was created and on its structure: Our main goal was to investigate and
summarize today’s personal data ecosystem. For this purpose, the report thereafter first accumulates the facts
we were able to discover. Based on an extensive range of examples from different areas and industries we aim
to create a better understanding of what is happening. Some of these corporate practices have already been
discussed by others, but many of them have been rarely investigated up to now, or not at all. However, this
selection of examples is needed to understand the full potential and scope of corporate surveillance, digital
tracking and of the business models in place today. Therefore a large part of our investigation is descriptive.
This shall enable others to use our findings for their research, conclusions and ongoing initiatives. In later
sections we provide a discussion of the societal and ethical implications, and recommended actions to
challenge these developments.

A few words on the history of this report. A shorter first version of this report was a single-authored piece
in German by Wolfie Christl who accumulated a lot of material in a study he conducted on behalf of the
consumer protection department of the Austrian Chamber of Labour (Österreichische Arbeiterkammer). This
study was published in November 20142. This original piece was translated by the Vienna University of
Economics and Business (WU), while keeping only its most important parts. A master student of Sarah
Spiekermann, Isabella Garraway, helped with this translation and provided some additional research.
Between January and August 2016, Wolfie Christl extended and updated the investigation with extra research.
Sarah Spiekermann overhauled, enriched and amended all sections, adding in particular an ethical reflection
on personal data markets. Esther Görnemann, a Ph.D. student of Sarah, added reflections on a “Customer’
Lifetime Risk” index. The final editing and shaping of the report was done by Wolfie Christl, Esther
Görnemann, Sarah Spiekermann and Sabrina Kirrane before the publishing house Facultas took over.
Wolfie Christl & Sarah Spiekermann

Christl, Wolfie (2014): Kommerzielle digitale Überwachung im Alltag. Studie von Cracked Labs
im Auftrag der Bundesarbeitskammer. Wien, November 2014. Online:
http://crackedlabs.org/dl/Studie_Digitale_Ueberwachung.pdf
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1. Introduction
Classifying and
sorting people

Corporate
surveillance

What is
surveillance?

In 1994 David Lyon, a Canadian sociologist, published a book called "The Electronic Eye:
The Rise of Surveillance Society". In this book Lyon foresaw the rise of a surveillance
society, in which databases belonging to corporations and governments routinely collect,
store, retrieve and process precise details of the personal lives of individuals (Lyon 1994,
p.3). Lyon also introduced the concept of social sorting. Building on the work of Oscar
Gandy, he described how electronic surveillance would lead to the constant classification
and sorting of populations according to varying criteria, based on software algorithms
using personal data and group data (Lyon 2003, p. 13 et seq.). As the individual groups
generated by the algorithms are treated differently, this sorting would be discriminatory
per se and thus may affect choices and life-chances of individuals.

David Lyon’s predictions of a surveillance society were made in the mid 1990s and many
probably doubted the realism of his predictions at the time or put the raised threats far off
for future generations to care about. Today, many of the aspects Lyon described have
already become reality. The digital collection of personal data is invading everyday life
more and more. The clicks, locations, paths, networks, likes and dislikes of billions of
online users are stored, processed and utilized to an extent that was unthinkable only a
few years ago. By now, thousands of companies are in the business of tracking and
analyzing every step in the lives of citizens that live in countries with a well-developed
digital infrastructure. Whether shopping in a store, using a smartphone or surfing the
web, digital traces are systematically collected everywhere. Moreover, an increasing
number of devices are now equipped with sensors that can broadcast information beyond
the private domain of the phone. These sensors increase the amount of profiling that is
being done on individuals and their behavior. The information is collected and shared
across services, platforms and devices. Then, behaviors and movements are evaluated.
Individuals’ personality and interests are analyzed in detail. Comprehensive personal
profiles are created and updated automatically. And finally digital communication and
advertisements as well as offerings in the physical world are individually tailored; mostly
according to their estimated profit potential for the company.

Against this background, we argue that the surveillance society has effectively
materialized. This is not only the result of the extent of governmental surveillance, which
was brought to public attention by Edward Snowden, but it is also caused by the
systematic surveillance corporations have started to engage in.

Surveillance is defined as „the focused, systematic and routine attention to personal
details for purposes of influence, management, protection or direction” (Lyon 2007, p. 14).
Surveillance is focused, when it is oriented toward the individual, even though aggregate
data may be used in the process. It is systematic when it is intentional, deliberate, and
depending on certain protocols and techniques; when it doesn’t happen randomly or
spontaneously. In addition, surveillance happens when data collection becomes a routine.
In “societies that depend on bureaucratic administration” based on information
technology it occurs as a “normal” part of everyday life. Usually, surveillance results in
power relations, in which the “watchers are privileged” (ibid).
The facts presented in this book give an account of how these three criteria are evolving,
the “smarter” our cities, infrastructures and devices become.
The questions investigated in this report

Networks of
control?

The objective of this report is to give a comprehensive overview of the practices in today’s
personal data ecosystems and their implications for individuals and society. The report
addresses the following questions:
9
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Structure of
the report

x Data networks: Who are the players in today’s networks of digital tracking and
personal data business? How do tech companies, data brokers, online data
management platforms and many other businesses actually collect, collate, share and
make use of personal information? How is information recorded by smartphones and
other devices linked with customer records in companies?
x Data network’s sources: Which kinds of information are recorded and shared by
smartphones, fitness trackers, e-readers, smart TVs, connected thermostats and cars,
and many other devices and platforms? Will the Internet of Things lead to ubiquitous
surveillance of everyday life?
x The scope of data networks: Where is information being used in other contexts or for
other purposes than it was initially collected for? To what extent is today’s marketing
data ecosystem merging with applications of risk management such as fraud
prevention, identity verification, credit scoring, insurance analytics, background
checks for employers and landlords, or even law enforcement?
x How data networks observe the population: How is personal data analyzed in times
of Big Data? What is inferred from purchases, calls, messages, website visits, app usage,
web searches and likes? How can analytics be used to predict sensitive personal
attributes and to judge personality? Where are methods of data mining and Big Data
analytics used today in fields such as marketing, retail, insurance, banking, healthcare
and work? To what extent are consumers profiled, categorized, rated and ranked by
businesses?
x How data networks exercise control: Do the fundamental principles of advertising
that have been in effect for decades still hold? Or did advertising perhaps turn to
something different through real-time targeting and personalization? How are people
nudged and influenced using personalized content, rewards and other incentives based
on digital tracking?
These questions are addressed in four main chapters that focus on: the analysis of
personal data (chapter 2), the use of analytics by businesses (chapter 3), devices and
platforms (chapter 3) and the business of personal data (chapter 4). This structure was
chosen as a reasonable functional differentiation, but it is still a compromise. In practice
these fields are highly interconnected. Subsequently - based on the findings - the
implications of corporate surveillance on individuals and society are summarized and
discussed (chapter 6). This includes issues such as how automated decisions based on
digital profiling may affect the lives of consumers and how this may this lead to unfair
discrimination, social exclusion and other harms. After an ethical reflection on personal
data markets by Sarah Spiekermann (chapter 7) an overview about recommended action
is provided (chapter 8).
Methodology

Networks of corporate surveillance remain largely obscure. Their services, apps,
platforms and algorithms are sometimes comprehensible on the surface, but the deeper
functionalities are opaque and still poorly understood by the majority of users. It is
therefore not surprising that the information presented hereafter is grounded in many
years of research by the authors. The report is based on a systematic literature review and
analysis of hundreds of documents and builds on previous research by scholars in various
disciplines such as computer science, information technology, data security, economics,
marketing, law, media studies, sociology and surveillance studies. Existing academic
research was utilized where applicable and available. Sources also include reports by
international organizations, regulators, data protection authorities, privacy advocates,
civil rights organizations, industry associations, market research and consulting firms. In
addition, systematic searches in online archives of newspapers, online media and blogs
were conducted.

10
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Corporate
sources

As comprehensive information on corporate practices is often missing, incomplete or
outdated, we selected some services and companies as examples to illustrate wider
practices. We did so with the help of various corporate websites, marketing materials,
brochures, data catalogs, case studies, corporate videos, developer guides, API docs etc. On
occasion we also used historical versions of corporate resources. Information published
by trade magazines in online marketing turned out to be particularly revealing. We also
included talks of company representatives at conferences. That said, many corporate
practices are kept as secret as possible. The fact that this report is only based on publicly
available information is, therefore, a limitation.
Data-intensive companies communicate in a vague and ambiguous way, however they are
more open when it comes to selling their services and in this context they reveal internal
practices through public statements. Such statements have to be treated with caution
though. Some of the sources, which cite corporate representatives may have cited them
out of context (and without us being able to know this). Some sources may be altered or
vanish from the Internet soon. Companies constantly change the products and services
they offer. Some companies are acquired by others. Some of the sources that we found a
few months ago when this study was uptaken are no longer available online, however we
have still included them along with the date when they were accessed. Especially in
chapters 3, 4 and 5 we often cite and document corporate statements at length for the
purpose of evidence. Nevertheless, due to the ambiguity and incompleteness of these
corporate sources the information in this report must be read with caution and when
citing it, please make sure that you don’t present our findings as a scientific fact.

2. Analyzing Personal Data
“We feel like all data is credit data, we just don’t know how to use it yet”
Douglas Merrill, former Chief Information Officer at Google, 20123

"Big data is the new plutonium. In its natural state it leaks, contaminates,
harms. Safely contained & harnessed it can power a city”
Robert Kirkpatrick, Director UN Global Pulse, 20144

2.1 Big Data and predicting behavior with statistics and data mining
In the course of digitalization, storage and computing power has multiplied tremendously.
Since the turn of the millennium, data is stored, processed and analyzed on a much higher
level than ever before. In public debate, the term Big Data often refers to the processing of
these large amounts of data, sometimes it also refers to methods of analysis and
prediction, and sometimes even to areas of application. There is no established definition,
it has been branded as a vague5 term that is often used as a buzzword.

3
Hardy, Quentin (2012): Just the Facts. Yes, All of Them. New York Times, 24.03.2012. Online:
http://www.nytimes.com/2012/03/25/business/factuals-gil-elbaz-wants-to-gather-the-datauniverse.html [27.07.2016]
4
Tweet: https://twitter.com/rgkirkpatrick/status/535830741247344641 [27.07.2016]
5
Harford, Tim (2014): Big data: are we making a big mistake? Financial Times, 28.03.2014.
Online: http://www.ft.com/intl/cms/s/2/21a6e7d8-b479-11e3-a09a-00144feabdc0.html
[27.07.2016]
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A vague term

In many
fields…

Probabilities
instead of
precise
numbers

According to a definition dating back to a report from the META Institute (2001), which
became popular during the last years, the term “Big” refers to the three dimensions
volume (the increasing size of data), velocity (the increasing rate at which it is produced
and transmitted) and variety (the increasing range of formats and representations
employed).6 The consulting company McKinsey uses an “intentionally subjective”
definition, stating that Big Data “refers to datasets whose size is beyond the ability of
typical database software tools to capture, store, manage, and analyze”. The size of
datasets that could be referred to as Big Data could “vary by sector, depending on what
kinds of software tools are commonly available and what sizes of datasets are common in
a particular industry”.7

The processing of large amounts of digital data has become common in many fields – from
scientific fields such as meteorology, genomics, physics and astronomy to many sectors of
business, financial markets, industry and government. Massive data are generated and
processed in financial reporting, telecommunication, web search, social media and
government surveillance as well as by sensor networks in manufacturing plants or
airplanes. Every second, every device from smartphones to machines in industry are
generating sensor data, software applications are generating log files and Internet users
are generating clickstreams (see Krishnan 2013).

But Big Data is not only about volume, velocity and variety. According to MayerSchönberger and Cukier (2013, p. 2 et seq.) it is about “applying math to huge quantities of
data in order to infer probabilities”, it turns exact numbers into “something more
probabilistic than precise”, and it causes three major shifts:
x Today it is possible to “analyze vast amounts of data about a topic rather than be forced
to settle for smaller sets”
x The “willingness to embrace data’s real-world messiness rather than privilege
exactitude”
x A “growing respect for correlations rather than a continuing quest for elusive causality”

Analyzing
personal
information

Statistical correlations describe the “relation existing between phenomena or things or
between mathematical or statistical variables which tend to vary, be associated, or occur
together in a way not expected on the basis of chance alone”8. But “correlation does not
imply causation”.9 If a statistical correlation is found between two variables and it is
assumed to be a causal relationship by mistake it is called a spurious correlation.10

Society can benefit from the technologies and practices known as Big Data in many fields,
often without the use of personal data. However, it has also become common for
companies to use statistical methods to analyze large amounts of very personal
information – to recognize patterns and relations, to profile, rate and judge people

Ward, Jonathan Stuart and Adam Barker (2013): Undefined By Data: A Survey of Big Data
Definitions. arXiv:1309.5821, 20.09.2013. Online: http://arxiv.org/pdf/1309.5821v1.pdf
[27.07.2016]
7
Manyika, James; Chui, Michael; Brown, Brad; Bughin, Jacques; Dobbs, Richard; Roxburgh,
Charles; Hung Byers, Angela (2011): Big data: The next frontier for innovation, competition, and
productivity, McKinsey&Company, McKinsey Global Institute. Online:
http://www.mckinsey.com/~/media/McKinsey/Business Functions/Business Technology/Our
Insights/Big data The next frontier for innovation/MGI_big_data_full_report.ashx [27.07.2016]
8
http://www.merriam-webster.com/dictionary/correlation [27.07.2016]
9
Helen Beebee, Christopher Hitchcock, Peter Menzies (2012): The Oxford Handbook of
Causation. OUP Oxford.
10
Many examples can be found on: http://www.tylervigen.com/spurious-correlations
[28.07.2016]
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Identify
valueable
customers,
avoid risk

and to predict their future behavior. The technologies used are summarized under the
term “data mining”. Their outcomes and results don’t have to be completely accurate in
every case. A certain amount of fuzziness is accepted. It is all about probabilities.

In the context of corporate surveillance, data mining is, according to surveillance studies
scholar Oscar H. Gandy (2006, p. 364), a process to transform “raw data into information
that can be utilized as strategic intelligence” for an organization’s goals. It is “directed
towards the identification of behavior and status markers that serve as reliable indicators
of a probable future”. Companies analyzing customer data focus on identifying the most
valuable customers, the best prospects, and on minimizing risk. Similarly, from a business
perspective, data mining has been defined as the “process of analyzing data from different
perspectives and summarizing it into useful information – information that can be used in
order to increase revenue, reduce the costs, or both”. 11

In a technical sense data mining is the task of “discovering interesting patterns from large
amounts of data”, based on methods from statistics, pattern recognition and machine
learning – for example, cluster analysis, classification, association analysis and social
network analysis (see Han et al 2011). Although the terms data mining and predictive
analytics are often used synonymously in media and public discussions, a structured
classification of data mining methods has been suggested by Koh Hian and Chan Kin Leong
(2011, p. 4). According to them, data mining methods are classified according to the
purpose they serve:
x Methods for description and visualization
x Methods for association and clustering
x Methods for classification and estimation (prediction)

2.2 Predictive analytics based on personal data: selected examples
The following section will explore the possibilities of deriving sensitive information about
people’s lives from digital records that on the surface do not seem to carry a lot of
information and shed light on the information that can be inferred from transactional data
such as purchases, calls, messages, likes and searches.

A summary
of academic
research

The selection of analysis methods summarized in the following chapters show that today’s
digitally tracked data allows companies to predict many aspects of a person’s
personality as well as sensitive personal attributes. Although these methods are based
on statistical correlations and probabilities their outcomes and conclusions are
considered good enough to automatically sort, rate and categorize people.
After a brief summary of the often cited predictive analysis conducted by the U.S.
supermarket chain Target several academic studies on predictive analytics are
reviewed. Some of these studies were partly conducted in collaboration with companies
like Nokia, Microsoft, and Facebook. However, the majority of such analyses and their
practical applications are realized by companies that don’t publish details about their
practical application of predictive analytics.

11
Information Resources Management Association (2012): Data Mining: Concepts,
Methodologies, Tools, and Applications. IGI Global, 2012.
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2.2.1 The “Target” example: predicting pregnancy from purchase behavior

Identifying
unique
moments in
people’s lives

Estimating
birth dates

Influencing
behavior

One of the most cited examples about the prediction of sensitive information based on the
analysis of everyday digital data is the case of the U.S. supermarket chain Target and its
attempt to identify pregnant customers based on their shopping behavior. As Charles
Duhigg reported in the New York Times 12 and in his book “The Power of Habit” (Duhigg
2012), Target assigns a unique code to all of its customers. All purchases and interactions
are recorded – regardless of whether people are paying by credit card, using a coupon,
filling out a survey, mailing in a refund, calling the customer help line, opening an email
from them or visiting their website. Additionally, Target buys additional information on
customers from data brokers.

Duhigg spoke extensively with a statistician from Target, whose marketing analytics
department was tasked with analyzing the behavior of customers and finding ways to
increase revenue. The statistician reported that one of the simpler tasks was to identify
parents with children and send them catalogues with toys before Christmas. Another
example he gave was the identification of customers who bought swimsuits in April and to
send them coupons for sunscreen in July and weight-loss books in December. But the main
challenge was to identify those major moments in consumers’ lives when their shopping
behavior becomes “flexible” and the right advertisement or coupon would be effective in
causing them to start shopping in new ways – for example college graduation, marriage,
divorce or moving house. According to a researcher cited by Duhigg, specific
advertisements sent exactly at the right time, could change a customer’s shopping
behavior for years.

One of the most lucrative moments would be the birth of a child. The shopping habits of
exhausted, new parents would be the more flexible than at any other point in their lives.
According to Target’s statistician, they identified 25 products which were significant to
create a so called “pregnancy prediction” score and could even estimate the birth date. It
is important to understand that they didn’t simply look at purchases of baby clothes or
buggies, which would be obvious. Instead, they analyzed statistical patterns about
people purchasing certain quantities of specific lotions, soaps, hand sanitizers, cotton
balls, washcloths or nutritional supplements at precise points in time.
When pregnant women were identified they received different kinds of personalized
advertisements, coupons or other incentives at specific stages of their pregnancy. Duhigg
also reported that a father reached out to Target and accused them of encouraging his
daughter to get pregnant, because they sent coupons for baby clothes to her. To her
father’s surprise it turned out that the girl was indeed pregnant and did not tell him about
it.

Regardless of whether this anecdote is true, Duhigg’s research about Target became one of
the most prominent examples of how today’s companies are collecting and analyzing
personal data to influence their customer’s behavior on an individual level.

2.2.2 Predicting sensitive personal attributes from Facebook Likes
Just 170
Facebook
Likes

A study conducted at the University of Cambridge showed that it is possible to accurately
predict ethnicity, religious and political views, relationship status, gender, sexual
orientation as well as a person’s consumption of alcohol, cigarettes and drugs based on
the analysis of Facebook Likes (see Kosinski et al 2013). The analysis was based on data of

12 Charles Duhigg: How Companies Learn Your Secrets. New York Times, 16.02.2012. cited am
14.09.2014 von http://www.nytimes.com/2012/02/19/magazine/shopping-habits.html
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58,466 users from the United States, who participated in surveys and voluntarily provided
demographic information through a specific Facebook app called myPersonality13. This app
also analyzed what they “liked” on Facebook, i.e. their positive associations with popular
websites or other content in areas such as products, sports, musicians and books.
Researchers were able to automatically predict sensitive personal attributes quite
accurately, solely based on an average of 170 Likes per Facebook user:
Predicted attribute

Prediction accuracy

Ethnicity – “Caucasian vs. African American”

95%

Gender

93%

Gay?

88%

Political views – “Democrat vs. Republican”

85%

Religious views – “Christianity vs. Islam”

82%

Lesbian?

75%

Smokes cigarettes?

73%

Drinks alcohol?

70%

Uses drugs

65%

Single or in a relationship?

67%

Were the parents still together at 21?

60%

Table 1: Predicting personal attributes from Facebook Likes. Source: Kosinski et al 2013.

Not obvious
Likes, but
correlations

Likes are a
generic type
of data

This shows that, for example, 88% of participants who declared themselves as gay when
providing their demographic data were correctly classified as gay by the analysis based on
Facebook Likes only. Researchers used the statistical method of logistic regression14 to
predict these dichotomous variables (e.g. yes/no) above. In addition, they also used linear
regression15 to predict numeric variables like age, which was predicted correctly for
75% of participants. As the researchers explain, only a “few users were associated with
Likes explicitly revealing their attributes”. For example, “less than 5% of users labeled as
gay were connected with explicitly gay groups” such as “Being Gay”, “Gay Marriage” or “I
love Being Gay”. Predictions rely on less obvious, but more popular Likes such as
“Britney Spears” or “Desperate Housewives” – which proved to be weak indicators of
being gay. It’s remarkable that even the question whether user’s parents have stayed
together after this user was 21 years old was correctly predicted with an accuracy of 60%.

This study shows that sensible personal attributes, which are usually considered as rather
private, can be automatically and accurately inferred from rather basic information about
online behavior. According to Kosinski et al, Facebook Likes represent a very generic type
of digital records about users, similar to web searches, browsing histories and credit
card transactions. For example, Facebook Likes related to music and artists are very
similar to data about songs listened to or artists searched for online. Yet, in comparison to
web searches and purchases the Likes of Facebook users are publicly accessible by default.

http://www.mypersonality.org/wiki
See e.g. http://www.biostathandbook.com/simplelogistic.html
15 See e.g. http://www.biostathandbook.com/linearregression.html
13
14

15

15

2.2.3 Judging personality from phone logs and Facebook data

„Big Five“
personality
model

The five-factor model of personality, also known as the Big Five model, is one of the
leading models of personality psychology.16 It has been the subject of nearly 2,000
publications alone between 1999 and 2006.17 Many studies have proven its
reproducibility and consistency among different groups of age and culture.18 The model is
regularly used in the context of predicting user characteristics based on digital data.
According to the “Big Five” model, every person can be rated along five dimensions:19
Personality Dimension

People who are rated as high in this dimension could be

Extraversion

Active, assertive, energetic, enthusiastic, outgoing, talkative

Agreeableness

Appreciative, forgiving, generous, kind, sympathetic, trusting

Conscientiousness

Efficient, organized, planful, reliable, responsible, thorough

Neuroticism

Anxious, self-pitying, tense, touchy, unstable, worrying

Openness

Artistic, curious, imaginative, insightful, original, wide interests

Table 1: The five dimensions of the “Big Five” personality model. Source: McCrae and Joh 1992.

Recording
smartphone
usage

A Swiss study in collaboration with Nokia Research showed that these “Big Five”
personality traits can be predicted based on smartphone metadata with an accuracy of up
to 75,9% (see Chittaranjan et al 2011). At first 83 persons were asked to assess
themselves using a questionnaire. Second, their communication behavior was tracked
using special software installed on their phones for 8 months. For example, the following
data was recorded:
Category

Which data was recorded and analyzed?

App usage

Number of times the following apps were used: Office, Internet, Maps, Mail,
Video/Audio/Music, YouTube, Calendar, Camera, Chat, SMS, Games

Call logs

Number of incoming/outgoing/missed calls, number of unique contacts called and
unique contacts who called, average duration of incoming/outgoing calls, …

SMS logs

Number of received/sent text messages, number of recipients/senders, Ø word length,…

Bluetooth

Number of unique Bluetooth IDs, times most common Bluetooth ID is seen, …

Table 2: Recorded mobile phone data to predict personality traits. Source: Chittaranja et al 2011

Phone usage
and
personality

Chittaranjan et al. recorded “data that provides information about other data”, also known
as metadata20 – not the contents of the communication.21 Applying multiple regression

16 McCrae, R. R.; John, O. P. (1992): An introduction to the five-factor model and its Applications.
Journal of Personality, 60, pp.175-215. Online:
http://www.workplacebullying.org/multi/pdf/5factor-theory.pdf
17 John, Oliver P.; Naumann, Laura P.; Soto, Christopher J. (2008): Paradigm Shift to the Integrative
Big Five Trait Taxonomy. Handbook of Personality Theory and Research. 3. Edition, pp. 114-117.
Online: http://www.ocf.berkeley.edu/~johnlab/2008chapter.pdf
18 There are also assessments doubting the significance and accuracy of its theoretical basis. For
example, its explicit focusing on the statistic method of factor analysis is criticized, see e.g. Block,
Jack (2010): "The five-factor framing of personality and beyond: Some ruminations". Psychological
Inquiry 21 (1): 2–25. Online:
http://psychology.okstate.edu/faculty/jgrice/psyc4333/Block_Jack_2010.pdf
19 McCrae, R. R.; John, O. P. (1992): An introduction to the five-factor model and its Applications.
Journal of Personality, 60:175-215, 1992. Online:
http://www.workplacebullying.org/multi/pdf/5factor-theory.pdf
20 http://www.merriam-webster.com/dictionary/metadata
21 To be precise, due to different definitions of “metadata” one could also argue, that information
such as the „average word length” of text messages is not metadata.

16

16

analysis22, the following significant statistical correlations between smartphone metadata
and personality traits were detected (instead of “neuroticism” the inverted variant
“emotional stability” was used):

Smartphone usage
Apps most
frequently
used:

Emotional
Stability

Extraversion

Openness

Conscientiousness

Agreeableness

Office

- 0.23

- 0.26

- 0.18

Calender

- 0.16

- 0.18

- 0.18

Internet

- 0.26

Camera

- 0.15

- 0.15

Video/Music
Calls received

-0.18
0.15

Ø duration of incoming calls

0.13
0.18

Missed calls

0.20
0.12
- 0.12

Unique contacts called

0.17

Unique contacts SMS sent to
Ø word length (sent)

-0.13
0.14

- 0.13

- 0.15

Table 3: Pairwise correlations between features and traits having p<0.01, ranked by absolute value of r
Source: Chittaranjan et al 2011

A lack of
emotional
stability?

Rating users

The table above shows the probability of certain personality traits based on data about
smartphone usage. For example, participants who received a higher number of calls, were
more likely to be agreeable (r = 0.20) and emotionally stable (r = 0.15). In contrast,
participants who used the Office app more, were less likely to be open for new experience
(r=-0.26). Relationships with a correlation coefficient < 0.5 are weak but still exist.23
Furthermore, a machine learning model was developed to automatically classify users
based on their smartphone metadata.
Do participants score a) low or b) high in these personality traits?

Prediction accuracy

Emotional Stability

71.5 %

Extraversion

75.9 %

Openness for Experience

69.3 %

Conscientiousness

74.5 %

Agreeableness

69.6 %

Table 4: Accuracy of predicting personality traits from phone data. Source: Chittaranjan et al 2011

Significantly
above chance

Another study
based on phone
logs

Although a binary classification scheme was used, which only allows individuals to be
rated as either low or high in one of the five dimensions, this shows that it is possible to
infer the personality type of users based on phone usage with up to 75.9% accuracy,
which is significantly above chance.

Researchers of MIT, Harvard and ENS Lyon limited themselves even more and only used
so-called Call Data Records (CDR),24 which all carriers keep about their customers – the
same records that governments are accessing for ”data retention”25. Their study (see
Montjoye et al 2013) was based on both questionnaires and mobile phone logs of 69
participants in the United States. Data was recorded over 14 months with software
See e.g. http://www.biostathandbook.com/multipleregression.html
See e.g. http://www.statstutor.ac.uk/resources/uploaded/pearsons.pdf
24 See e.g. https://www.privacyinternational.org/node/76
25 See e.g. https://www.epic.org/privacy/intl/data_retention.html
22
23
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